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About Us

- Tim Blazytko
- independent trainer & consultant
- PhD in binary program analysis & reverse engineering

- focus on (de)obfuscation & automation

- Nicolo Altamura
- security engineer at emproof
- reverse engineering & program analysis

- code deobfuscation by night
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@ Agentic Reverse Engineering
8 Agentic deobfuscation at scale

© Anti-agentic obfuscation



Agentic Reverse Engineering
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The Agent Loop
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The Agent Loop

| BT Y N A
4agent = LLM + tools + goal loop




Our Analysis Environment

................................................................

Agent Runtime (Claude Code / Codex)

o o oo o o=,
Voooooocococooooooooooooooood




Our Analysis Environment

................................................................

Agent Runtime (Claude Code / Codex)

mcpP

Binary Ninja
Headless

o o oo o o=,
Voooooocococooooooooooooooood




Our Analysis Environment

................................................................

Agent Runtime (Claude Code / Codex)

o o oo o o=,
Voooooocococooooooooooooooood

MCcP direct tool calls
Binary Ninja tools
Headless unicorn, miasm, msynth
--------------------- sandboxed analysis environment [====================-=
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at Scale



Experiment Setup

- experiments run in May/June 2026
- frontier models: Codex (GPT-5.5) & Claude Code (Opus 4.8)
- the agent was given problem-specific tooling, frameworks & examples

- workflow guided by a seasoned reverse engineer
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Case Study

Virtual Machines



Virtual Machine

mov ecx, [esp+4]
xor eax, eax
mov ebx, 1

__secret_ip:
mov edx, eax
add edx, ebx
mov eax, ebx
mov ebx, edx
loop __secret_ip

mov eax, ebx
ret
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Virtual Machine

Xor eax, eax
mov ebx, 1

__secret_ip:
mov edx,
add edx,
mov eax,

ebx,
| _sec

mov eax, ebx
ret

mov ecx, [esp+4]

eax
ebx
ebx
edx
ret_ip
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Virtual Machine

mov ecx, [esp+4] made-up instruction set

Xor eax, eax
mov ebx, 1

__bytecode: vid ri
secret_ip: vid ro vpop r2
o d vpop r1 vidi #1
mov edx, eax i Mo
::: zgi’ zgi "’ vid ri vsub r3
ebx' edx vadd ri vid #0
@ se’zcret ip vid 12 veq 13
a - vpop 0 vbro #-0F
mov eax, ebx
ret

1



Virtual Machine

mov ecx, [esp+4]
Xor eax, eax
mov ebx, 1

__secret_ip:
push __bytecode
call vm_entry

mov eax, ebx
ret

1] 2

made-up instruction set

__bytecode:

db
db
db
db
db
db

54
65
6f
65
69
6d

68
73
6f
20
6e
65

69

6b
61
67

20
74
6¢
79
74

64
20
69
74
6f

6f

6b
68
20

11



Virtual Machine

mov ecx, [esp+4]
Xor eax, eax
mov ebx, 1

__secret_ip:
push __bytecode
call vm_entry

mov eax, ebx
ret

1] 2

made-up instruction set

__bytecode:

db 54 68
db 65 73
db 6f 6f
db 20
e
5

20
74
6¢
79
74

64
20
69
74
6f

6f

6b
68
20

11



Simple VM






VM Architecture

VM Entry

VM Dispatcher (FDE)

— L[

Individual Handlers |—»VM Exit
(as handler)
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VM Deobfuscation: Reconstruct High-Level Code from Bytecode

understand the VM structure — write a VM disassembler — reconstruct high-level code

opcode register register

0a 01 02 06b 01 05

add ri1, r2

mul rl, r5

— high-level: (r1 + r2) * r5



Agentic VM Deobfuscation

° Given the obfuscated function f, deobfuscate it and reconstruct the
s high-level code.



Agentic VM Deobfuscation

Given the obfuscated function f, deobfuscate it and reconstruct the

®
s high-level code.

discovered the VM architecture
recovered the handler semantics

wrote a VM disassembler

vV vyy

reconstructed the high-level code:

uint64_t f(uint64_t rl, uint64_t r2, uint64_t r5)
{ return (r1 + r2) » r5; }



Agentic VM Deobfuscation

Given the obfuscated function f, deobfuscate it and reconstruct the

®
s high-level code.

discovered the VM architecture

| 4
- ccoergssentially a one-shot
»
| 2

wrote VIV UTSdSSETITOTET

reconstructed the high-level code:

uint64_t f(uint64_t rl, uint64_t r2, uint64_t r5)
{ return (r1 + r2) » r5; }

15



Commercial VM Obfuscator



Production-Grade Hardening

R-s decentralized dispatch

L cannot enumerate handlers
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Production-Grade Hardening

R-s decentralized dispatch

cannot enumerate handlers

L. handler duplication

thousands of diversified handlers

a bytecode encryption
control-flow-dependent rolling key

enforces large-scale automation and following the execution flow

17
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. ~30 families

~12,000 diversified handlers



Handler Duplication

OOl
O EG )OO O] )|
OO E) O]
O JEEACC T
duplication forces the analyst to automate
OO OO/

N N R S R | S S B |

~12,000 diversified handlers - ~30 families




Control-Flow-Sensitive Bytecode Encryption

vones (sm2]  [@7E]
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Control-Flow-Sensitive Bytecode Encryption

vones (7] [@7E]

decrypted OA 1F
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Control-Flow-Sensitive Bytecode Encryption
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v [sr2]  [@7 ]
o T =]
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Control-Flow-Sensitive Bytecode Encryption

v [oF 2] [@7e]
o D)

decrypted { OA 1F } ‘ 2C 03 }

semantics { add } { push }
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Control-Flow-Sensitive Bytecode Encryption

encrypted \ 9F A2 \ \ C3 7E \ 1B 04
key E’(’o } roll Eﬁ } roll D

decrypted { OA 1F } ‘ 2C 03 }

semantics { add } { push }

19



Control-Flow-Sensitive Bytecode Encryption

encrypted \ 9F A2 \ \ C3 7E \ 1B 04
- E
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semantics { add } { push } nor
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Control-Flow-Sensitive Bytecode Encryption

encrypted

decrypted

semantics

nor
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Control-Flow-Sensitive Bytecode Encryption

encrypted

decrypted

semantics

C9F A2 | | @37E 1B 04
E?O roll ’?D roll E?a roll
{oAlF} \2c03} E@

{ add } { push } nor
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Control-Flow-Sensitive Bytecode Encryption

encrypted

decrypted

semantics

C9F A2 | | @37E 1B 04
E?O roll ’?D roll E?a roll
{oAlF} \2c03} E@

{ add } { push } nor

19



Control-Flow-Sensitive Bytecode Encryption

encrypted | OF A2 | \ 3 7E 1B 04 E8 5D

( ) roll ( ) roll ( ) roll ( )

VM disassemblers must follow the control flow]

! !
decrypted { 0A 1F } ‘ 2C 03 } 15 40 0B 7E

semantics ‘ add ‘ ‘ push ‘ ‘ Lns ‘ ‘ jZ ‘

19



Agentic VM Deobfuscation Attempt

e Given the obfuscated function f, deobfuscate it and reconstruct the
% high-level code.
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Agentic VM Deobfuscation Attempt

e Given the obfuscated function f, deobfuscate it and reconstruct the
% high-level code.

producing nothing usable after several hours of work

20



Deobfuscation of Commercial VM Obfuscators

exploration /
path discovery

entry — vmexit
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Deobfuscation of Commercial VM Obfuscators

T o 4 /
TT] no </>
exploration / handler per-handler reconstruction
path discovery semantics artifacts

entry — vmexit lift each handler VM disassembly original code
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Deobfuscation of Commercial VM Obfuscators

e e & <>

exploration / handler per-handler reconstruction
path discovery semantics artifacts
entry — vmexit lift each handler VM disassembly original code

common approaches: symbolic execution, LLVM-based lifting

21



Agentic Setup & Resources

Writing Disassemblers for VM-based Obfuscators

21 0ct 2021 - Tim Blazytko

knowledge how to write a symbolic-execution-based VM disassembler

synthesis.t0/2021/10/21/vm_based_obfuscation.html

22
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21 0ct 2021 - Tim Blazytko

knowledge how to write a symbolic-execution-based VM disassembler

synthesis.t0/2021/10/21/vm_based_obfuscation.html

scripts templates for SE-based disassemblers (from the blog post)
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Agentic Setup & Resources

Writing Disassemblers for VM-based Obfuscators

21 0ct 2021 - Tim Blazytko

knowledge how to write a symbolic-execution-based VM disassembler
synthesis.t0/2021/10/21/vm_based_obfuscation.html
scripts templates for SE-based disassemblers (from the blog post)
unicorn — emulation
tools miasm — symbolic execution

msynth  —  MBA simplification

22
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Agentic Deobfuscation Workflow

emulation  entry »C}

23



Agentic Deobfuscation Workflow

API call — hook / run it

emulation  entry —{ }—){ }
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Agentic Deobfuscation Workflow

bytecode unmapped — map into memory

I B

23



Agentic Deobfuscation Workflow
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Agentic Deobfuscation Workflow
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Agentic Deobfuscation Workflow

emulation entry — —>{ ‘—>‘ ‘—» - —  exit

emulation as ground truth|
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Agentic Deobfuscation Workflow
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Agentic Deobfuscation Workflow

I N = I B

smbotceaton ey ~{IB-L - -0
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Agentic Deobfuscation Workflow

emulation entry — —>{ ‘—>‘ ‘—) - —  exit

v v v v v

exit

“msymbolic execution matches step for step
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Agentic Deobfuscation Workflow

I N = I B

symbolic execution  entry —{ push }—»{ }—{ }-»{ }—{ }—» exit

23



Agentic Deobfuscation Workflow
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Agentic Deobfuscation Workflow

23



Agentic Deobfuscation Workflow

I N = I B

v v v v v

symbolic execution  entry —{ push }—»{ call }—{ load }-»{ add }—{ }—» exit
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Agentic Deobfuscation Workflow

I N = I B

v v v v v

symbolic execution  entry —{ push }—»{ call }—{ load }-»{ add }—»{ ret }—» exit

23



Agentic Deobfuscation Workflow

emulation entry — —>{ ‘—»‘ ‘—) -

symbolic e

v v v v v

VM assembly reconstructed

— exit

—  exit
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Agentic Deobfuscation Workflow

I N = I B

v v v v v

symbolic execution  entry —{ push }—»{ call }—{ load }-»{ add }—»{ ret }—» exit

l reconstruct

[ high-level code ]

23



Agentic Deobfuscation Workflow

emulation entry — —>{ ‘—>‘ ‘—) - —  exit

v v v v v

weeks of work — ~1-2 hours| ™

l reconstruct

symbolic

[ high-level code ]

23
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Kernel-Level Anti-Cheat

- custom in-house VM
- direct-threaded dispatch
- rolling-key bytecode encryption

- MBA-obfuscated handlers

25



Agentic Deobfuscation Workflow

emulation  entry —>‘ ‘—>‘ ‘—»‘ ‘—»‘ ‘—»‘ ‘—> exit

v v v v v

SE+MBA  entry —>‘ push ‘—»‘ call ‘—»‘ load ‘—»‘ add ‘—»‘ ret ‘—) exit

l reconstruct

high-level code
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Agentic Deobfuscation Workflow

emulation entry — —>‘ ‘—»‘ ‘—» - —  exit

v v v v v

SE+MBA entry —| push —>‘ call ‘—»‘ load ‘—» add |—| ret |— exit

added MBA deobfuscation capabilities

l reconstruct

high-level code

26



Deobfuscation of the Anti-Cheat VM

[ shared VM interpreter ]
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Deobfuscation of the Anti-Cheat VM

[ shared VM interpreter ]
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Deobfuscation of the Anti-Cheat VM

[ shared VM interpreter ]

shared by 1,023 VM-entry stubs
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Deobfuscation of the Anti-Cheat VM

[ shared VM interpreter ]

[ VM disassembler ]
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Deobfuscation of the Anti-Cheat VM

[ shared VM interpreter ]

[ VM disassembler ]

built once for the shared VM




Deobfuscation of the Anti-Cheat VM

[ shared VM interpreter ]

[ VM disassembler ]

v v @ v -1 v

4
& v v 4 4 &
/ y . y p
& 4 4 4 4 4
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Deobfuscation of the Anti-Cheat VM

[ shared VM interpreter ]

[ VM disassembler ]

devirtualize VM-entries in parallel
e e e
v v v v
v v v v v
v v v v v

27



Analysis Results: Most of the Driver Recovered

v/ process & cross-process memory monitoring
v physical-memory integrity scanning

v hypervisor, timing & anti-VM checks

v/ API-hook & tampering detection

v enforcement: telemetry + forced bugcheck

28



Anti-Cheat Reconstruction

¥ X X X K X X X X X X X X ¥ ¥ ¥ *

B - rReconstructed [N Anti-cheat [ <crnel driver

This is a CLEAN-ROOM, DE-OBFUSCATED C reconstruction of the driver's architecture and core
functionality, recovered by reverse-engineering the original sample (a custom direct-threaded
M, - It is NOT byte-equivalent and is NOT the original source: it is an independent,
readable approximation that mirrors the original's structure, subsystems, data layouts and
control flow, with the virtual machine entirely lowered to plain C.

Throughout, comments of the form [orig: @x14@xxxxxx / sub_xxxx] cite the address/function in
the original binary that a given construct was reconstructed from, and [sess N] cites the
analysis session that established it. See the companion @@_STATE.md and 14..18_x.md writeups.

Tdent:ty: |

Nature: Windows x86-64 kernel-mode anti-cheat driver. Callback/system-thread driven (NOT
IOCTL-command driven: all IRP major handlers are trivial STATUS_SUCCESS completers).
Policy and target identities are DATA-DRIVEN from an external config (.ini) and a
user-mode service; this driver is the detection/enforcement MACHINERY.

29
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Game DRM: Highest-Tier Target

emulation

game DRM

symbolic execution o=

MBA deobfuscation

agentic setup

31



VM in an Older Game Title

‘ bytecode token ’

‘ u16[VIP] & rolling key ‘ rolls per run v VM architecture fully

reverse-engineered
index
_ v/ executed path devirtualized
oo oo h oo oo table-relative
end-to-end
v/ recovered the license/integrity
‘ handler ’

crypto core

!

‘ recovered op ’

32



VM in an Older Game Title

‘ bytecode token ’

‘ ul6[VIP] @ rolling key ‘ rolls per run v VM architecture fully
reverse-engineered

| index

Hrolling key + table-relative handlers = recovered by emulation

(S{RAv VAL SIR V]

v/ recovered the license/integrity
’ crypto core

‘ handler

!

‘ recovered op ’

32



VM in a Recent Game Title

FETCH
ul6[VIP] @ rolling key
v VM architecture understood
index
v decode & dispatch recovered
DISPATCH .
next image-base, XOR'd )
RR il ol X can't analyze the bytecode
X requires runtime state
handler — op X stalls under emulation

33



VM in a Recent Game Title: Analysis Walls

spins X rest of
forever the VM
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VM in a Recent Game Title: Analysis Walls

spins X rest of no bytecode live run bytecode
forever the VM present present

34



VM in a Recent Game Title: Analysis Walls

[

static analysis stalls without runtime info]
l TS T l - THe VM PTESENT l present l

34



Summary: Agentic Virtual Machine Deobfuscation

v simple VM — essentially a one-shotted

v commercial VM — full devirtualization in hours

v anti-cheat — devirtualized the majority of ~1,000 VM-entries in parallel
v game DRM — VM architectures understood; older VM path devirtualized

X game DRM — stalls under emulation and misses runtime information

35
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Control-Flow Deflattening



Control-Flow Flattening

.
[ check 1 ]—Xb[ invalid ]

‘3

X
[ check 2 ]—»[ invalid ]

‘3

[ check 3 ]—XP[ invalid ]
‘y
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Control-Flow Flattening

.
[ check 1 ]—Xb[ invalid ]

‘3

[ check 2 ]_X»[ invalid ] >

‘3

[ check 3 ]—XP[ invalid ]
‘y
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Control-Flow Flattening

.
[ check 1 ]—Xb[ invalid ] +

v ¢ [ dispatcher (state) ]< --

check2  |2»|  invalid > v v v ! !
[ 2! ]_>[ ] [ ch;kz ] [ va;ud ] [ ch;k1 ] [inv?l'd] [ ch;k3 ]

[ check 3 ]—Xb[ invalid ]

1 1 1 1 1 1
v/ i [ 1o [ [ |

I
: next
| State

37



_main:
0 @ 10000046c int32_t var_14 = @
1 @ 100000470 1int32_t state = @

Ik
AdA A

| 2 @ 100000480 while (true) I

)

| 3 @ 100000480 if (state == @) I

| E—
@ 1000004c@ _printf(“check1\n") | 6 @ 100000490 if (state == 1) I
@ 1000004c8 state = 1 T

®®

1000004d8 _printf("check2\n")
1000004e@ state = 2

| 9 @ 100080420 if (state == 2) I

¢—I|—V

10 @ 1000004f@ _printf("check3\n") | 12 @ 1000004b8 if (state == 3) I
11 @ 1800004f8 state = 3

i

13 @ 1000004b8 break

14 @ 100000508 _printf("ABORT\n")
15 @ 100000518 return @




_main:

0 @ 10000046c int32_t var_14 = @
1 @ 100000470 int32_t state = @

AAAAL

| 2 @ 100000480 while (true) I

/

| 3 @ 100000480 if (state == @) I

v l—v
4 @ 1000004c0 r N n) I

_printf(“checki\n | if (state == 1) I

— flattened control flow in Blnary Ninja

‘ T T —prIntT( CRecKZ\n )] I

IT (state
8 @ 1000004e@ state = 2

10 @ 10000040 printf(“check3\n") | 12 @ 1000004b0 if (state == 3) I
11 @ 10000048 state = 3

l T

|

13 @ 1000004b8 break

14 @ 100000508 _printf("ABORT\n")
15 @ 100000518 return @




Control-Flow Deflattening Process
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Control-Flow Deflattening Process

Q

dispatcher &
state var

locate the
structure
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Control-Flow Deflattening Process

] o
Q =
3 o

dispatcher & enumerate
state var states
locate the state — block

structure map
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Control-Flow Deflattening Process

Q

dispatcher &
state var

locate the
structure

2 ==
3 o

enumerate
states

state — block
map

‘:l

resolve
successors

next state per
block

39



Control-Flow Deflattening Process

Q

dispatcher &
state var

locate the
structure

2 ==
3 o

enumerate
states

state — block
map

" <f>

resolve patch
successors
next state per direct edges
block

39



Goal: Cleaning Decompiler Output

decompiler

pass pass pass pass pass
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Goal: Cleaning Decompiler Output

decompiler

deflattening
pass

pass pass pass pass

40



Emotet



Deflattening Emotet’s Obfuscation

B3

dispatcher
v v v deflatten
[83][81][82]

42



Binary Ninja Workflows

HLIL

unflatten

A activity

LLIL

y

Machine Instr.

43



Deflattening pass

deflattening
pass

44



Deflattening pass

func1

/y‘ func2
deflattening .

apply to all functions|

4t



sub_408a20:
6 @ 69408226 int32_t eax - £X315df5%c
1 @ 88488235 void var_28c
2 @ 08408235 1nt32_t ecx

iy
3 @ 00408235 while (true)

40 00408235 if (eax

x2e17fb81)

5 @ 00408a68 void¥ eax_2 = sub_403480(0x40A920)
6 © 0040Ba6f char* eax_3 = data_40e160
0)

23 @ Be4eBa3c if (eax == 0x315d759c)

¥

7 @ 60408a76 i (eax_3

24 @ eedesasc eax = Ox2e177b81 I

66488089 eax_3 = sub muaa(sun 48348 (Bxb208050F), 0xdBd12038)
6488a8e data_d6e160 =

16 @ 08408293 1nt32_t ecx.2 = data_4eeled

11 @ 0e4e8aac eax_3(8var_20c, @x104, eax_2, ecx_2 + 0x278, ecx_2)
12 @ 00408aze char* eax.5 = data_dedddc

13 @ 0R4pBabs if (eax_5 == 0)

‘ 14 6 G0408ach eax.S - sub_403da0(sub 403040 (BxeFIBIO),
eax

b x1dac23e)
15 @ 6e488ade data_dedddc

16 @ 0048805 int32_t eax_7 - eax_5()
17 @ 00488ad9 char* eax_8 = data_d@docd
18 @ 60408ae0 if (eax_8 == 6)

I

198 anetafa eax.8 - cub_43dan(sub_43ode(Bxef98c3s9),
20 @ 00408af8 data_d@dccd =

axzzo05876) |

22 @ 0p40BbO3 eax - Px322b29%2

L 00000 1

‘ 21 @ 00408001 ecx - eax_8(eax 7, 0, eax,z»I

s

v
29 @ 68468b8f 132t var 2242 =
20 0 oodombar it (sub_ibsano(ans, 0, Evar_20c, &, nullptr)

25 @ 00408243 if (eax == 0x322b299a)

| 27 @ eed4egade if (eax == Ox365d3bc)

| 28 © 00400ah_return 0
o)

T | |




sub_408a26.
8 @ 00408a26 int32_t eax - AX315df53c
1 @ 08488235 void var_26c
2 @ 08498235 1nt32_t ecx

1412

3 @ 00408235 while (true)

40 00408235 if (eax

ex2e17fb81)

v
5 @ 00408268 void* eax_2 = sub_403480(8x40d928)
6 © 00408a6f char* eax_3 = data_40e160
7 @ 00468276 if (eax_3 == 0)
1

v

23 @ Be4BBa3c if (eax == Ox315d759c)

i

24 @ Qedesasc eax = Ox2e177b81 I

| g

25 @ 00408243 if (eax == 0x322b299a)

8 © 00488289 eax.3 = sub_483dad(sub_403e40(Pxb2cBASAT), OxdBA12038)
9 @ 6e488ae data_d46el6e = eax.3

e s s ees e s | latte ned En |otet fu nction
11 @ odesaac eax_3(ivar_26c, x1ed, eax_2, ecx_2 + 8x278

12 @ 0B408aze char* eax_5 = data_4@dd:

28 © g0408ash return B
X _dedddo 36 @ 66468627 1T (sub_d04a80(eax, O, &var_26c, 6, nullptr) I= 6)
13 @ 00408208 if (eax_5 == 0)

v

14 @ 0048ach eax_§ = sub_403 maa(wn 40340 (Bxef98C369), @x1dac230b)
15 @ 66488ad0 data_d6dddc = eax.§

16 @ 00408ads x_7 = eax_5()
17 6 ooaotads cnare eax 5 - am 4edccd
18 @ 0048820 if (eax_8

v
DOCIHEG @ - LT Ol R GHERED), QI I

20 @ 0048af8 data_ddced =

22 © 0p408bO3 eax = £x322b29%

L 0000 1

‘ 21 @ 00408001 ecx - eax_8(eax 7, 0, eax,ul




// [emotet-unflatten] CFF removed: 4 states, 3 edges redirected, dispatcher root
/1 8x408a30

2
© @ 00408a68 void* eax = sub_403480(0x46d9a8)
1 @ 80408a6f char* eax_1 = data_40e160
2 @ 00488a76 if (eax.1 == )

3 @ 00408389 eax_1 = sub_403da8(sub_403e48(8xb2c856f), 6xd8d12038)
4 @ 00408a8e data_40e160 = eax_1

|
¥

5 @ 00408293 1int32_t ecx_2 = data_4@eled
6 @ @p408aac void var_26c
7 @ 00408aac eax_1(&var_26c, 6x104, eax, ecx_2 + 0x270, ecx_2)
8 @ 80408aae char* eax_3 = data_48dddc
9 @ 00488ab8 if (eax.3 == )
Il

10 @ 0e408ach eax_3 = sub_403da8(sub_403e48(6xef98c369), 6x1d0c236b)
11 @ 90488ad@ data_48dddc = eax_3
|

12 @ 00408ad5 int32_t eax_5 = eax_3()
13 @ 00468ad9 char* eax_6 = data_dedccd
14 @ 00408ac0 if (eax_6 == 0)

Il

15 @ 90408af3 eax_6 = sub_483dad(sub_403e48(0xef98c369), ©x32b05876)
16 @ 00408af8 data_4@dccd = eax_6

|

v

17 @ 00408001 int32_t eax_8

18 @ 0040801 int32_t ecx.6

19 @ 00408001 eax_8, ecx_6 = eax_6(eax_5, 8, eax

20 @ 00408bOf int32_t var_224.1 = ecx_6

21 @ 00408b27 if (sub_464a86(eax_8, O, &var_26c, 8, nullptr) != @

S E—

22 @ 00408b27 return 1 I | 23 @ 00408b35 return GI




/1 [emotet-unflatten] CFF removed: 4 states, 3 edges redirected, dispatcher root
// ex488a30

<
© @ 00408a68 void* eax = sub_403480(0x48d9a8)
1 @ 80408a6f char* eax_1 = data_40e160
2 @ 00408a76 if (eax.1 == )

©@ 90408289 eax_1 = sub_4@3dad(sub_483e40(Bxb2c8056f), @xd8d12038)
@ 00408a8e data_40e160 = eax_1

¥

5 @ 00408293 1int32_t ecx_2 = data_4eled

6 @ 0p408aac void var_20c

7 @ 00408aac eax_1(&var_28c, 8x104, eax, ecx_2 + 0x270, ecx_2
8 @ 80408aae char* eax_3 = data_48dddc

9 @ 80408ab8 if (eax_3 == @)

! ‘
\deﬂattened - the pass generalizes from one function to all

12 @ 00468ad5 int32_t eax_5 = eax_3()
13 @ 00408ad9 char* eax_6 = data_4@dccd
14 @ 00408ac8 if (eax_6 == 0)

Il

‘ 15 @ 00408af3 eax_6 = sub_403dad(sub_483e40(@xef98c369), Ox32b05876) |

16 @ 00408af8 data_4@dccd = eax_6

v

17 @ 00408001 int32_t eax_8

18 @ 0040801 int32_t ecx.6

19 @ 00408001 eax_8, ecx_6 = eax_6(eax_5, 8, eax

26 @ 00408b6f int32_t var_224.1 = ecx_6

21 @ 00408b27 if (sub_464a86(eax_8, O, &var_26c, 8, nullptr

i E—

‘ 22 @ 00408b27 return 1 I | 23 @ 00408b35 return BI




FiInFisher



FinFisher: MBA-based Opaque Predicates

'

if (((x*x ™ x) + 2%x(x*x &§ x)) § 1 == 0)

]

Y

real block dead / junk

48



sub_48cdd

o
e
e
®
o
e
e
0
e
e
®
o

eptsedzn

@ gpadbeds inted
intod.

BBAdgcds int6d
4

5
var_10
4

var 18

38

x5z
((rox « (rax - 1)) & 1)
1

53 5< x

axd1a7f6

15 8 00448045 incI2t var 46
16 8 6oddcas 1 (var

- var_38 - Gxa170f5
38 5> Gud147bf5)

J

inted_t.

rix 3
10 © 00448474 if (var_38 - Oxd1470f6)

20 0 aaasada

4 ® Ba448eas

[—
dxab -1

a3
rdx3.0 -

1

1
S ((((var32 & 1)+ (var31 £ 1)) | (0

—

(vara2 + 1) | (var1 0 ) 2 1) & 1) & 1) = a)

20 @ oodedga break

25 8 porazess rax_10

26 8 porazers var_38

Bxsdfeadsr

rax1e

45 @ opddBecs return @

7 0 B0448d87 int32_t var
28 0 Gatdsdsa o (var_38

_ac_1 = var_38

oxtecoetzd
extecotad)

30 @ apassdsd
31 @ Go4s8da0

= var_38 - pasdrasder
exsafeadst)

1

2e
se

0044805 int2 ¢ var 44
5

opasndse i (var_3:

var 36 + ax63130a63
x5cecastd)

2
kY
a
35
36
a7
38
39

oassse1)

60445032

snts2 ¢ ractl -
rdxab -1
uinlazt 81

sz
D001 r14.1 = ((rB1 % (181 - 1)) & 1) =8+ 1

bool r15.1 - %53 < Bxa * 1

rdxab -0

fx3n -1

3 (((((r14.1 & 1) % (F15.1 1)) | (1141 | 115.1) © 1) & 1) 81) = 8)

~ex63130203

w0

416 geaazead var.38

Boasges rax.11 - Bxlecosiad

rax 11

43 8 pBadzecs var_3:

|

5 - oxsafssies




sub_448cdd
© @ poadteds
1@ pBadzcds
2 6 poadscds
3 @ poadteds

11 @ epadsdia
12 © goaasize
13 © opasadan

52
0+ (rdx - 1)) & 1)
3 5< 0xa 8 1

axd1a7f6

14 8 044BA45

15 8 0448045 incI2t var_4a_1 - v
16 @ 0445048 17 (var_38 s> Gxd147bF5)

ar_38 - Gxd1£7bf5 I

il
+

a flattened FinFisher loader stage]

'y
200 0344806 int32_t rax18 - Bx6313bad3
21 @ Goddedba rdx3.b - 1
22 @ Goadsddz rdx3.b = 1
25 0 00448419 rax 3. - 1
24 0 Gataseos 5f (((((var_32 & 1) * (var31 £ 1)) | ((((var_32 » 1)

28 & atdedsa

Y
[ 27 0 oassadsr mwm.l

@) ‘ *

20 @ ood4sda

(var31 2 1)) 2 1)

30 @ a@sasdsd

25 8 poAABeEs rax_10 - BxSdfEIET

26 8 0044560 var_38 = rax_18

L (var_38 == Gx1ecootad)
0.1 -
3 (var.38 = BySarEadst)

T

1t32_t var dc_1
inta2 o var (38 - oxsdraner
31 @ Gasssda0

328 Ga4aserl ints2 t rax.1 - -0x63130a03

a0 3k =1

e ERTRE

358 1

36 9 o

a7

38 ¢ 66448690 rdx 3L = 1

39 @ goadgeaa 3f (((((r14.1&1) * (r15.1 & 1)) | (((r14.1 | r151) “ 1) & 1)) 81) 1= 8)

40 8 Bad4Bess rax_11 - Bxlecediad

41 @ 6aBead var_38 = rax_11

a3

42 @ 9044805D Ant32 € var 44 1 = var 36 + Bx6313ba
43 6 pa4dBdSe if (var_38 —- Bxcecd5fd)

|

oxsafaadst

44 8 00adsecs var_38




sub_448cd0:
0 @ 00448ceb

uint32_t rdx = *x52

1 @ 00448d1a bool var_32 = ((rdx * (rdx - 1)) & 1) == 0 & 1
2 @ 00448db8 1int32_t rax = -0x6313bab3
3 @ 00448dc® bool rdi_4 = *y53 s< Oxa & 1
4 @ 00448e06 if (((((var_32 & 1) * (rdi_4 & 1)) | ((((var_32 ~ 1) | (rdi_4 ~ 1)) ~ 1) & 1)) & 1) !=9)
5 @ 00448e06 rax = 0x5df8346f I
6 @ 00448e09 int32_t var_38 = rax
7 @ 00448e11 int32_t rax_1 = -0x6313bab3
8 @ 00448e2b uint32_t r8_1 = #*x52
9 @ 00448e6c bool r14 = ((r8.1 * (r8.1 - 1)) & 1) == 0 * 1
10 @ 00448e73 bool r15 = *y53 s< @xa * 1
11 @ 00448eaa if (((((r14 & 1) ~ (r15& 1)) | (((r14 | r158) ~ 1) & 1)) & 1) !'=9)

12 @ 00448eaa rax_1 = Oxlec@0lad I

!
w

13 @ 00448ead 1int32_t var_38_1 = rax_1
14 @ 00448ec4 return O




sub_448cd0:
@ 00448ceb uint32_t rdx =

0
1
2 00448db8 int32_t rax =
&
4

*x52

@ 00448d1a bool var_32 = ((rdx * (rdx - 1)) & 1) == 08 & 1
] -0x6313bad3

@ 00448dc® bool rdi_4 = *y53 s< Oxa & 1

@ 0044806 if (((((var_32 & 1) * (rdi_4 & 1)) | ((((var_32 ~ 1) | (rdi_4 ~ 1)) ~ 1) & 1)) & 1) !

)

||

‘ 5 @ 00448e06 rax = 0x5df8346f I

dv—

successors recovered across the FinFisher modules|

8 @ 00448e2b uint32_t r8_1 = *x52

9 @ 090448e6c bool r14 = ((r8.1 * (r8.1 - 1)) & 1) == 8 * 1
10 @ 00448e73 bool r15 = *y53 s< @xa * 1

11 @ 00448eaa if (((((r14 & 1) ~ (r15& 1)) | (((r14 | r15) ~ 1) & 1)) & 1)

)

12 @ 00448eaa rax_1 = OxlecO0lad I

|
w

13 @ 00448ead int32_t var_38_1 = rax_1
14 @ 00448ec4 return @




Summary: Control-Flow Deflattening

v agents can write decompiler-based deflattening passes

X each pass stays sample-specific
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Q

Case Study
Global Call Obfuscation



Call Graph uscation

main
\ 4
fun_0x0100d120 fun_0x0100e3a0 fun_0x01004f10
\ 4 \ 4 \ 4
recv ] [ AES_decrypt ] [ VirtualAlloc

network crypto memory

53



Call Graph Obfuscation

main

recv ] [ AES_decrypt ] [ VirtualAlloc

53



Call Graph Obfuscation

function

53



Call Graph Obfuscation

function

statically, the callees are unknown
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A Modern DRM System



Call Obfuscation Details

‘ function

index := rdi
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Call Obfuscation Details

‘ function

index := rdi

¥

MBA
(rdi + OXBBBAS3EC) A 0x4495AC14

55



Call Obfuscation Details

function

index := rdi

¥

MBA

(rdi + 0xBBBA5S3EC) A Ox4495AC14

slot i

OX77E4

OX4A40

OxA1CO

0x0318

0x12B8

global table

55



Call Obfuscation Details

function

index := rd

i

¥

MBA

(rdi + 0xBBBA5S3EC) A Ox4495AC14

slot i

OX77E4

OX4A40

OxA1CO

0x0318

0x12B8

entr
Y U

MBA

entry @ 0x163526F3

global table

55



Call Obfuscation Details

function

index := rd

i

¥

MBA

(rdi + 0xBBBA5S3EC) A Ox4495AC14

slot i

OX77E4

OX4A40

OxA1CO

0x0318

0x12B8

entr
Y U

MBA

entry @ 0x163526F3

y target

call rax

global table

55



Call Obfuscation Details

function
index := rdi

MBA
(rdi + 0xBB6A53EC) A Ox4495AC14

slot |

244 indirect calls across 74 functions)

entr
Y v

MBA
entry @ 0x163526F3

+ target

call rax
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Agentic Recovery: False Starts

& Most of the calls in this binary are indirect - recover their targets.
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Agentic Recovery: False Starts

& Most of the calls in this binary are indirect - recover their targets.

emulation
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Agentic Recovery: False Starts

& Most of the calls in this binary are indirect - recover their targets.

emiation
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Agentic Recovery: False Starts

& Most of the calls in this binary are indirect - recover their targets.

emiation

cryptography identification
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Agentic Recovery: False Starts

& Most of the calls in this binary are indirect - recover their targets.

emiation

cryptograpiiy-<ientification
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Agentic Recovery: False Starts

& Most of the calls in this binary are indirect - recover their targets.

emiation .
. brute-forcing

cryptograpiiy-<ientification
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Agentic Recovery: False Starts

& Most of the calls in this binary are indirect - recover their targets.

emiation :
¢ brutesfarcing

cryptograpiiy-<ientification
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Agentic Recovery: False Starts

& Most of the calls in this binary are indirect - recover their targets.

emiation -
. brutesfarcing

required manual guidance

\

cryptographig-identification

56



Call-Graph Recovery Process

recover the
global table

identification,
boundaries
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Call-Graph Recovery Process

recover the propagate the
global table entries
identification, const-prop the

boundaries slots
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Call-Graph Recovery Process

= = X
— AR

recover the propagate the simplify MBA

global table entries

identification, const-prop the verify with z3

boundaries slots
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Call-Graph Recovery Process

recover the
global table

identification,

boundaries

|
]
|
propagate the
entries

const-prop the
slots

1'%
AR

simplify MBA

verify with z3

K.
[ ]
recover the

edges

patch calls

57



The Recovered Call Graph

—> direct call

- ->» recovered indirect call

1
\ ?
fun_04 \ g
7/
N\ 7
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The Recovered Call Graph

—> direct call

- ->» recovered indirect call

M newly discovered

‘ fun_01 ’-) fun_06
71 ‘\
// \\ // \ ~.
£ 3 \ A
\ 7 \\\ ’
N\ 7
* /

fun_08

| 4
[ recv ] lAES_decrypt]

58



Consequences of Deobfuscation

==
—f
I “+—
function boundaries parameter detection
& more functions discovered across the whole graph
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_main:
0 @ 1001dbb3b int64_t rax = *___stack_chk_guard
1 @ 1801dbc22 int32_t var_60 = (((zx.d(&var_60) & ©x99a5cce8) + (zx.d(&var_60) | 0x665a3310) - &var_60)
1 @ 1801dbc22 A 0x1bcde8208) * 8x4bB5c2c3 + 2
2 @ 1001dbc34 char rax_11 = (((data_100338778.d).b - (data_100338958.d).b) » 0x43) * Ox45
4 @ 1001dbc97 int32_t rcx_8 = 0
5 @ 1001dbc9e int32_t var_5c
6 @ 1001dbc9e rcx_8.b = var_5c == 0x3145c2fe
7 @ 1081dbcb9 switch (rcx_8)



_main:

®

Noubdh®WwWwwNn= =

[CECONCONSNONONCONONONONC)

1001dbb3b
1001dbc22
1001dbc22
1001dbc34
1001dbc68
1001dbc68
1001dbc68
1001dbc97
1081dbc9e
1001dbc9e
1001dbcb9

int64_t rax = *___stack_chk_guard

int32_t var_60 = (((zx.d(&var_60) & 8x99a5cce8) + (zx.d(&var_60) | 0x665a3318) - &var_60)
A Ox1bcd0820) * Ox4bB5c2c3 + 2

char rax_11 = (((data_100338778.d).b - (data_100338958.d).b) * 0x43) * @x45

-0x4adaB58b + . . . . .

o [call hidden behind indirection| e oo e o,
0, &data_1002b8ead)

int32_t rcx_8 = 0

int32_t var_5c

rcx_8.b = var_5c == 0x3145c2fe

switch (rex_8)




@ 1001dbb3b int64_t rax = *___stack_chk_guard
@ 1001dbbac int64_t var_b8
@ 1001dbbac char rax_3 = (&var_b8 * Ox8a + Oxf) * 0x43

1001dbc97 int32_t rcx_6 = 0

1801dbc9e int32_t var_5c

1001dbc9e rcx_6.b = var_5c == 0x3145c2fe
1001dbcb9 switch (rex_6)



_main:

o

NOOohWWWwWwwN =

®®®®O®e®Be®®®®

1001dbb3b
1001dbbac
1001dbbac
1001dbc65
1001dbc65
1001dbc65
1001dbc65
1001dbc65
1001dbc97
1001dbc9e
1001dbc9e
1001dbcb9

int64_t rax = *___stack_chk_guard

int64_t var_b8

char rax_3 = (&var_b8 * 0x8a + oxf) * 8x43

sub_100058530(6x1f, @, &data_1002b8ead,
zx.q(*(zx.q((((

oo, |patched call instruction

-BX385c84ff + (
A zx.d(*((zx.q(*(zx. q(rax 3) + &data 1692b8eaa)) A @x80) + &data_1002d6bed))) + 0x33d)])
int32_t rcx_6 = 0
int32_t var_5c
rcx_6.b = var_5c == 0x3145c2fe
switch (rcx_6)

D) A Bx43) * Bx45) + &data_1002b8ead))




Summary: Global Call Obfuscation

v call graph hidden behind indirect calls through one global table
X agents get easily confused, we had to step in

v successfully broken with constant propagation and MBA simplification
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Recap



v commercial VM — full devirtualization, weeks — hours

v/ anti-cheat — ~1,000 VM-entries devirtualized in parallel

v/ game DRM (older) — VM architecture recovered, path devirtualized
v deflattening — agents write decompiler-based passes

v call obfuscation — recovered via constant propagation + MBA

64



What Did Not Work

X commercial VM — lost without targeted guidance
X call obfuscation — agents get confused, we had to step in
X deflattening — each pass stays sample-specific

X game DRM (newer) — stalls under emulation, meaning is runtime-bound
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\J

Anti-Agentic Obfuscation



Anti-Agentic Patterns

Budget & search traps
code scattering / state expan-

sion / costly oracle checks

Narrative poisoning a Protection stacks
fake symbols / planted —_—> { ) —————— intertwined layers / global se-

strings / prompt injections mantics / runtime binding

Tool friction
anti-debug / anti-emulation

| anti-decompilation
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Wrap-Up



1. Many formerly tedious workflows become cheap to iterate.
2. They still require analyst guidance.

3. The agent becomes an orchestrator of tooling.

4. Defenses must account for agent-assisted attackers.

Agents change the economics of deobfuscation.
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- agents are a force multiplier for deobfuscation

- obfuscation must scale towards agent-assisted attackers

Tim Blazytko Nicolo Altamura
¥ amr_phrazer ¥ anicolodev

A https://synthesis.to A https://nicolo.dev
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